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Introduction:

The federal Health Insurance Portability and Accountability Act of 1996, known as HIPAA, is the most sweeping government action affecting the health care industry since the introduction of Medicare.  Congress passed HIPAA primarily to protect health insurance coverage for workers and their families when they change or lose jobs.  However, in the final days of session, Congress added language to also simplify the healthcare system and enhance patient privacy.  The impact of this added language will be immense.  The cost of this unfunded federal mandate is expected to run in the billions of dollars and will take years to implement.  Failure to meet deadlines may result in large penalties.  The purpose of this hearing is to determine the leadership role of the State in HIPAA compliance.

Background:

The intent of HIPAA was to reform healthcare to:


a.  Improve portability and continuity of health insurance coverage.


b.  Reduce healthcare fraud and abuse.


c.  Simplify the administration of health insurance.


d.  Guarantee security and privacy of health information.

The actual rules that detail the requirements that the entire healthcare industry must follow will be published incrementally over the next two years.  The rules are part of the administrative simplification provisions of the law which provides for the establishment of various protections, standards, and requirements for the transmission, storage and handling of certain electronic health care data, and includes standards for transactions, code sets, unique health identifiers, security, and privacy protections.

The federal government will be drafting proposed rules for ten different standards.  Compliance is required 24 months after each rule becomes effective.  So far, only two standards have had their rules finalized.  The rules for transactions and code sets were finalized on Aug. 17, 2000, and compliance is expected on October 16, 2002.  The rules for privacy were finalized on April 14, 2001, and compliance is expected on April 14, 2003.

The remaining standards awaiting rules include national identifiers (for providers, employers, health plans and individuals), security, claims attachments, and enforcement.
The benefit of administrative simplification rules will be that over 400 proprietary claim formats will be reduced to just one format for providers, electronic transactions will replace paper and other manual processes, health information will be made more secure, individuals will know how their data is being used, and standard data will better support utilization outcomes and analysis.

The general approach will be to accelerate the move from paper-based to electronic transactions through the establishment of national standards and requirements for the transmission, storage, and handling of certain electronic health care data.

Like efforts to address the Year 2000 (Y2K) technology problem, HIPAA does require changes in information technology (IT) systems, but HIPAA involves much more than IT projects. It will also affect administrative policies and regulations, operational processes, education, and training and these in turn will result in significant costs.

Both private and public sector organizations that provide health care services and use patient or other health care data must comply with HIPAA.  Thus, the list of affected organizations includes not only health care providers, but also employers, insurers, and health plans.  Health plans include Medicaid programs, Medicare, and most government-funded health care programs.  HIPAA will also affect state departments that are not considered to be health-related departments, but departments that may indirectly handle health care data such as the California Department of Veterans Affairs or the Public Employees' Retirement System.  

California’s plan for HIPAA compliance:

The Governor's 2001-02 Budget initially proposed $23.6 million from the General Fund and $69 million from other funds for HIPAA compliance activities and identified the Department of Health Services as the lead organization.  The budget would establish a HIPAA fund with a total of $70 million to provide allocations by the Department of Finance to various departments for HIPAA compliance activities.  

However, there is general confusion about HIPAA compliance.  The initial budget proposal would have directed each department to develop its own compliance plan independent of the other departments.  Outside vendors could provide advice to each department.  However, there would be no coordination of advice or activities.  The result would be a patchwork of inconsistent and potentially incompatible compliance plans.

The initial budget proposal is an example of “the cart before the horse.”  It would seem better to create the office, fund the office and hire qualified staff to lead the state and determine the state-wide plan before having the Department of Finance hand out money to departments.  

The Legislative Analyst’s Office (LAO) issued a report about HIPAA on March 27, 2001, which stated that “a number of state departments have recognized the potential impact of HIPAA's requirements and are participating in statewide compliance efforts.  However, few departments have begun actual implementation work, such as developing a work plan.  Some departments that may be affected do not appear to be participating in any compliance efforts.  At this time, the state does not have a comprehensive list of all the departments that will be affected by HIPAA.”

The LAO report noted that “one of the departments that will be most significantly affected is the Department of Health Services (DHS). The DHS programs that have already been determined to be affected include Medi-Cal, Primary Care and Family Health, the Cancer Detection Section, the Information Technology Services Division, the Genetic Disease Branch, Children's Medical Services, and the Cancer Control Branch.  Other departments that may be affected, but have not yet reported progress on HIPAA, include the Public Employees' Retirement System, the Department of Rehabilitation, the State Teachers' Retirement System, the Department of Managed Health Care, and the Managed Risk Medical Insurance Board.”

In addition to state departments, county health-related programs, including county medical services and county hospital and health systems that serve in the role as health care providers, have compliance obligations.  Some of the county program areas known to be affected include mental health, Medi-Cal and Healthy Families eligibility, and California Children's Services.

The state has initiated significant efforts to comply with HIPAA.  However, based on lessons learned during the state’s Year 2000 (Y2K) compliance efforts, the Legislative Analyst’s Office recently concluded that the administration’s approach has some weaknesses.  For example, a lead agency has not been designated to oversee HIPAA activities and ensure that affected departments participate in compliance efforts.  Nor has a comprehensive statewide plan been developed to address HIPAA compliance activities, which could mean these efforts would not be well coordinated, consistent, and complete.  Additionally, few departments have assessed the likely impact of HIPAA other operations.  Consequently, they may lack a full understanding of the necessary compliance efforts, funding requirements, and time to complete their efforts.

The LAO described several weaknesses in the approach of the Administration:

· Lack of a lead agency.

· Absence of a statewide plan.

· Lack of HIPAA impact assessments.

· Weaknesses in funding mechanism oversight and fragmented funding processes.

· Lack of statutory framework.

The LAO recommendations included:

· Fund all activities through the HIPAA fund.

· Enact legislation governing HIPAA activities.

· Project proposed budget bill language and adopt new budget bill language.

Mistakes made with Y2K should not be repeated.  It is important to have a statewide plan before departments start to act.  Otherwise, departments will initiate plans that may actually have to be undone resulting in wasted time and money.  

On March 12, 2001, the Senate Budget Subcommittee #3 deleted the requested new HIPAA fund and the $70 million and rejected the proposed trailer bill language for emergency regulation authority.  Instead, Sub #3 recommended that the Administration sponsor a policy bill in order to provide a framework for HIPAA.   As a result, SB 456 (Speier) was amended on April 5, 2001, to provide the statutory framework to guide the statewide compliance with HIPAA.  

On April 18, 2001, the Governor’s Office established the Office of HIPAA Implementation the.  However, this office remains a “virtual office” as there is no director, no office, and no telephone number.

Summary:
The establishment of the Office of HIPAA Implementation is an excellent first step.  But if all of the experts are correct and implementation of HIPAA will be a task of epic proportion with a price tag of billions of dollars, then the state needs to make sure that the implementation of HIPAA is done correctly.  It will require leadership and coordination of equally epic proportions to successfully comply with HIPAA.  It will also take years to accomplish this task.

The state must have more than a “virtual office” if it is to lead the charge.  The new director of this office will be need the ability to work with all departments and branches of government as well as the private sector.  The new director will also need qualified lieutenants for assistance with the technology and interpretation of rules.  

Currently, many of the rules are vague and the federal government has not been forthcoming in providing interpretation.  As a result, California has the opportunity to take the lead in the nation in terms of shaping the future of HIPAA.  The Office of HIPAA Implementation should be a consistent resource for the state departments and private sector as to the interpretation of the rules.  The implementation dates and the enforcement dates will probably be delayed over the next several years, and the actual rules themselves will continue to be modified.  That is why it is critical for California to move as united force and single voice to avoid total chaos in California and also provide guidance to the federal government.

Supplemental Information:

The May Revision of the Governor’s budget states, “To ensure the successful implementation of the HIPAA regulations, the Governor has established the Office of HIPAA Implementation (OHI), within the Health and Human Services Agency, to assume statewide leadership in this important endeavor.”  The May Revision provides approximately $152.1 million ($37 million General Fund) to fund HIPAA implementation activities:  

· The Health and Human Services Agency would receive $4.6 million for 15 positions and contract funding to establish OHI to provide leadership, coordination, policy formulation, direction, and oversight responsibilities for HIPAA implementation.  

· DHS would receive $78.6 million for 15.1 positions and contract funding

· Department of Mental Health would receive $2.4 million for 9 positions and consulting contracts

· Department of Developmental Services would receive $2.5 million for consulting contracts

· Department of Alcohol and Drug Programs would receive $6 million for 5 positions and consulting contracts.
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