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How secure and accurate is consumer information held by ChoicePoint and other data aggregators?
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Background Paper
Hearing Basis

The Senate Committee on Banking, Finance, and Insurance is holding this informational hearing in order to examine the data broker industry, which is comprised of businesses specializing in collecting, sorting, and selling consumers’ personal information.  Specifically, the committee will consider whether the industry’s standards for securing personal information are adequate in light of recent data-security lapses such as the breach at ChoicePoint, which resulted in the unauthorized release of 35,000 Californians’ personal information and about 750 known cases of identity theft nationwide.  The committee will also examine consumers’ knowledge of, access to, and control over their personal information held by data brokers.  Witnesses for the hearing include an individual whose personal information may have been mistakenly released to identity thieves by a data broker; consumer advocates; representatives from government agencies; and representatives from Acxiom, ChoicePoint, and LexisNexis, all data aggregators.

Consumer Privacy and Identity Theft

Two related topics the committee will discuss over the course of the hearing are consumer privacy and identity theft.  California law is generally recognized as offering among the strongest consumer privacy protections in the nation.  These laws include the California Financial Information Privacy Act of 2003 – also known as SB 1 – which allows customers of banks, insurance companies, and other financial institutions to “opt out” of or stop the sharing of their personal information.  In addition, observers have lauded the unique California statute that requires businesses that own or license personal information to inform consumers when the security of  their information is compromised: last month this law compelled data broker ChoicePoint to inform 35,000 Californians that their personal information may have been released to unauthorized individuals.  However, some observers suggest that data brokers fall outside the scope of many of these consumer protection laws – especially those governing specific business sectors such as financial services – and that the state needs more privacy protections that apply to data brokers.  These observers note that consumer privacy breaches have practical implications beyond the embarrassment of sensitive personal information – such as real estate records or mothers’ maiden names – being released to the public.  

Probably the worst of these practical implications is the risk of identity theft.  ID theft is commonly referred to as the fastest growing crime in the nation.  According to news reports, the federal Fair Trade Commission (FTC) estimates that about 10 million Americans fall victim to identity theft per year, and for five years it has remained the agency’s number one consumer fraud complaint.  Estimates are that identity theft resulting in fraud costs consumers $5 billion and businesses $48 billion annually.  The prevalence and seriousness of identity theft bear directly on the committee’s discussion of data brokers’ information security standards.  

Key Questions

1.  What information is collected by data brokers and what are all of the sources of this information?

2.  How do data brokers verify that its customers have legitimate need for the information they purchase, and how will this verification process change in response to recent data-security breaches?

3.  What sort of audit process do data brokers use to check on the legitimacy of its customers and their uses of consumer information?

4.  What laws – federal and state – govern data brokers’ information security practices?  Are enhancements to existing law necessary to ensure information security?

5.  Who are data brokers’ clients, and what industries make up the largest portions of their clientele?

6.  What are all of the products and services sold or performed by data brokers?  To what ends are these products or services used?
7.  What information do data brokers allow individuals to review, and is there a process whereby an individual can dispute the accuracy of the information?

8.  What state or federal laws give individuals access to or control over personal information held by data brokers?  Are further laws necessary?

Background

In early February of this year, 35,000 California residents received a letter from a company named ChoicePoint alerting them that “a recent crime against ChoicePoint…MAY have resulted in your name, address, and social security number being viewed by businesses that are not allowed to access such information.”  
The letter went on to describe how several people had fraudulently gained access to consumers’ personal information by posing as legitimate businesses, and suggested several steps to take in order to protect against identity theft, including placing fraud alerts on credit reports and monitoring the reports for inaccuracies or fraudulent activity.  A subsequent letter informed consumers that ChoicePoint was offering “resources that will help you monitor and protect the use of your personal information,” including a free credit monitoring service.  

Short background on ChoicePoint

For most of the recipients, these letters were likely the first time they had heard of ChoicePoint.  The company is among the leaders of the data aggregator – or data broker – industry, which also includes businesses such as LexisNexis, Acxiom, and WestLaw.   Originally a business unit of the credit reporting agency, Equifax, ChoicePoint in 1997 became a separate, unaffiliated company that sold credit data to insurers.
  According to one news report, the company purchased other companies and expanded its database of consumer information so that today it has over 50,000 government and corporate clients and stock worth $4.1 billion.
  Various news reports state that ChoicePoint has compiled approximately 19 billion public records in its database and has records on virtually all US residents.  

As stated on the company’s website, “For almost a century ChoicePoint has been a trusted source and leading provider of decision-making information that helps reduce fraud and mitigate risk.  ChoicePoint has grown from the nation's premier source of data to the insurance industry into the premier provider of decision-making intelligence to businesses and government. Through the identification, retrieval, storage, analysis and delivery of data, ChoicePoint serves the informational needs of businesses of all sizes, as well as federal, state and local government agencies.”

On its website, ChoicePoint describes the types of products and services it provides to clients of various types.  For example, ChoicePoint provides the insurance sector with “P&C Insurance Underwriting Services” and “P&C Insurance Claims Services.”  For government and law enforcement, the company markets “Public Records Information” and “Pre-employment Services.”  And for consumers, ChoicePoint offers background checks to “Screen workers in your home” and “Check your doctor for sanctions.”  
Short background on Acxiom
Other data brokers have significant books of business as well.  Acxiom was founded in 1969 and is headquartered in Little Rock, Arkansas.  According to company officials, the company takes in approximately $1.2 billion in revenue, $1 billion of which comes from U.S. sales.  About 80% of the U.S. revenue comes from providing data management services  in which Acxiom manages other companies’ data for them.  The remaining 20% of the company’s business comes from “information products,” where the data is compiled and owned by Acxiom itself.  Information products include data used for marketing, a directory service using data compiled from white and yellow pages, fraud management services, and background check services.
  

Acxiom categorizes its products into 2 sets, a line of InfoBase Marketing Products and  another of InfoBase and Sentricx Reference Products.  According to the company’s privacy policy, the marketing products include databases developed and maintained by Acxiom that hold information “on most of the households in the U.S. for companies to use in their marketing and customer service programs.”  The company states that these databases do not hold credit, medical or Social Security number information or personally identifiable information about children.  
As for the reference products, Acxiom states that it develops databases from public records and publicly available information as well as from “other information providers” including phone companies, surveys, questionnaires and contact information provided by the consumer.  This information does include financial information, Social Security numbers, “and other related information when permitted by law.”  The company states that this information is available only to “qualified businesses” and to government agencies primarily for “risk management.”

According to its SEC filings, the company’s “client base consists primarily of Fortune 1000 companies in the financial services, insurance, information services, direct marketing, publishing, retail and telecommunications industries.”  It clients include Allstate, Bank of America, BankOne, Baxter, Capital One, CitiGroup, City of Chicago, eFunds, Federated Department Stores, GE, General Motors, Guideposts, Household, IBM, Information Services Inc., JP Morgan Chase, MBNA America, Philip Morris, Providian Financial, R.L. Polk, Sears, Sprint and TransUnion.

Short background on LexisNexis

According to its website, LexisNexis began in 1973 as The Lexis service, a research service for those in the legal community.  Since that time, LexisNexis – an affiliate of Reed Elsevier, the Anglo-Dutch publishing company – has expanded the number and type of its services and has incorporated other large data aggregators into its network.  According to press reports, LexisNexis “maintains billions of records, including media reports, legal documents and public records collected from thousands of sources. It has some 13,000 employees around the world.”
 Seisint, a data broker which LexisNexis purchased in July 2004, is reported to have about 20 billion records in its system alone.

Among the products and services that LexisNexis offers on its website are “Academic and Library Web Services,” “Law Enforcement Solutions,” “Patent and Trademark Solutions,” and fraud detection services.  
In a conversation with LexisNexis President and Chief Executive Officer Kurt Sanford, the committee learned that the company compiles information from public records, publicly-available sources, and from non-public sources such as credit headers and drivers license information.

Short background on data brokers generally
Unlike banks, credit card companies, or health insurers, data brokers generally do not have customer relationships with the individuals whose information they collect.
  Rather, data brokers assemble individuals’ personally-identifiable information from public or private sources, including public records and credit reports.
  Individuals may have no knowledge that their personal information is housed and sold by data brokers or for what purposes their aggregated information is used.  
Uses of aggregated data include background checks by employers, landlords, and insurance companies.  In recent years, some of these uses have fallen under public scrutiny.  For example, this committee held a hearing on December 4th, 2002, entitled “Haunted Houses: Does making a claim make a home uninsurable?” which examined the underwriting policies of homeowners insurance companies.  Part of that hearing focused on the accuracy and uses of CLUE, a centralized claims database developed by ChoicePoint and widely relied upon by insurers.  Several homeowners testified that making claims or inquiries on their policies caused their insurers to non-renew, and that because these claims or inquiries were reported to CLUE, they found it impossible or very expensive to obtain insurance elsewhere.

Observers of the data broker industry also point to the growing use of individuals’ aggregated personal information by law enforcement and other facets of government.  Police can locate individuals by searching databases comprised of public and private records.  For example, police reportedly use a product called AutoTrak to locate missing or abducted children. 
  Some of these databases may also be available for use by businesses, but others are reported to be restricted to use by law enforcement, including the MATRIX database owned by ChoicePoint.  MATRIX has reportedly been used extensively by the federal government for locating suspected terrorists.
 

Information-Security Breaches

Recent security breaches have focused the public’s attention on data brokers and have raised questions about the standards employed by companies to protect personal consumer information.
ChoicePoint

According to ChoicePoint filings with the SEC, the company discovered “suspicious activity” by some of its small business customers on September 27th, 2004.
  Press reports state that individuals in Los Angeles claimed to be debt-collection agencies, insurance agencies, and other firms and fraudulently opened 50 ChoicePoint accounts.
  The information accessed through the accounts included consumer names, current and former addresses, social security numbers, driver license numbers, public records including bankruptcy and real property data, and credit reports.
  Approximately 35,000 California residents were affected out of a total 145,000 affected nationwide.  California residents were notified of the breach before consumers in other states because of a law unique to California requiring notification of such data leaks.
  News reports state that a Nigerian citizen pled no contest in California state court and received 16 months in prison.  Law enforcement officials are still investigating the case.  According to one website, as of March 11, 2005, there were 3 class-action lawsuits filed by consumers against ChoicePoint for the security breach.
  

The Los Angeles Times reported on March 2, 2005 that the Los Angeles incident was not the first security breach for ChoicePoint.
  Court records reportedly show that “two Nigerian-born fraud artists were arrested in Los Angeles in 2002 by federal officials who charged that the pair used ChoicePoint to gain access to confidential information about at least 7,000 people and possibly many more, resulting in at least $1 million in losses.”  In its SEC filing, ChoicePoint states that “There have been other incidents [besides the 2004 Los Angeles incident] in which we have received subpoenas and other inquiries from law enforcement regarding activities of our customers, which sometimes related to potentially improper use of our information products.  In some cases, we were not provided either the purpose or conclusions of these investigations.  We are aware of a limited number of past instances that resulted in criminal convictions of certain former customers for activities involving improper use of our information products.”  It is unknown to committee staff what all of these former instances of improper use are, or whether they include the 2002 breach reported by the Times.  
Seisint

On March 9th, 2005, the LexisNexis Group announced a security breach at Seisint, an information broker acquired by parent company Reed Elsevier last July.  Unauthorized access was gained to information on about 30,000 individuals, including names, addresses and Social Security numbers.
  According to one news report, Seisint has two main products: Accurint, a service for locating people and determining their assets, and Securint, a background screening service…. Exactly how access was gained to the Seisint databases remains murky, but LexisNexis…said that the breach appeared to have occurred well after the Seisint acquisition.”  One official at LexisNexis stated that the fraud artists appeared to have stolen the login names and passwords of legitimate subscribers in order to access the information.

Acxiom

In 2003, Ohio law enforcement alerted Acxiom that an individual had hacked into a company computer server and had gained access to about 10 percent of the server’s files.  Acxiom subsequently discovered that a second hacker had used similar methodology to gain access to the same database.  Although it is unknown how many consumer records may have been breached, reports in the press indicate that about 10 percent of the company’s clients were affected, including large customers.  The hackers used their employers’ passwords to log onto computers that shared access to an Acxiom server.  This server lay outside of a security firewall that restricted the hacker’s access to other data files. 
  

According to company officials, because Acxiom recommended at the time that clients encrypt the data they sent to Acxiom’s database,  many of the files that were accessed may have been encrypted and therefore harder to use for fraud or identity theft.  In addition, much of the data on the server was “nonsensitive.”   Finally, the data accessed by the hackers was technically Acxiom’s clients’ data, and not owned or licensed by Acxiom itself.
  This may distinguish the breach at Acxiom from those at ChoicePoint and Seisint (LexisNexis).  
Laws Governing Information Security and Consumer Privacy

An important question for the committee to explore in this hearing is whether products and services sold by data brokers fall outside of regulations governing data security standards and consumer privacy protections.  Recent testimony before a Congressional hearing by Deborah Platt Majoras, Chairman of the federal Fair Trade Commission, makes clear that data brokers are governed by a “patchwork” of federal law and that determining which laws apply to which data brokers is a fact-dependent, case-by-case process.  California law goes beyond federal law in some key areas, but also may not guarantee privacy protections that apply to other industries.  On both the federal and state level, the law governing data brokers depends in part on what sort of information the brokers are selling, and to whom.  
Federal law

The FTC enforces three federal laws that can apply to data brokers: the Fair Credit Reporting Act (FCRA); Title V of the Gramm-Leach-Bliley Act (GLB); and Section 5 of the Federal Trade Commission Act.
  Two of these laws are discussed below.  
FCRA

The FCRA applies to data brokers to the extent that they provide “consumer reports.”  The most common consumer report is a credit report, but consumer reports can also include specialized reports such as those compiled by tenant screening services.
  
As for information-security standards under the FCRA, the law restricts consumer reports to those who intend to use the information for permissible purposes (generally for decisions regarding employment, insurance, and credit).  Credit reporting agencies are required under the law to make “reasonable efforts” to vet the identity of those requesting consumer reports and to make sure they have a permissible purpose for using them.
 

Regarding consumer privacy protections, the FCRA affords consumers the following rights: to obtain a copy of the credit report (in California and other states, consumers have the right to a free annual credit report); to know who has received a copy of the credit report; to dispute inaccurate information; to explain the circumstances surrounding negative information; and to opt out of allowing credit reporting agencies to share your information for marketing.
  

GLB

The GLB Act applies to financial institutions, which can include data brokers if they are engaged in “financial activities” as defined in Section 4(k) of the Bank Holding Company Act of 1956.
  
As for data-security standards under GLB, the law “requires financial institutions to implement appropriate physical, technical, and procedural safeguards to protect the security and integrity of the information they receive from consumers directly or other financial institutions.”

Regarding consumer privacy protections, GLB allows consumers to opt out of having their nonpublic personal information shared with non-affiliated third parties, with certain exceptions.  GLB also requires that third parties receiving consumer information under one of the exceptions only use the information for the purpose for which it was obtained, and not share the information.  

State Law
California has several laws that can pertain to data brokers.  These include an enhancement of the federal Gramm-Leach-Bliley Act; a law requiring businesses that own or license personal information about Californians to maintain reasonable security procedures to protect the information; and a law that requires businesses that conduct business in California to disclose any breach in security of consumers’ unencrypted personal information.  California also has its own law governing credit reporting agencies, but committee staff did not attempt to determine whether state law affords greater protections than federal law regarding consumer reports.  

SB 1

The California Financial Information Privacy Act, or SB 1, applies to data brokers as the federal GLB Act does – only if the data broker is a financial institution.  SB 1 provides California consumers with greater privacy protections than GLB: the state law prohibits financial institutions from sharing consumer information with unaffiliated third parties without consumers’ express consent (opt-in rather than opt-out).  It also gives consumers the right to opt out of information sharing among affiliates engaged in different lines of business (i.e., banking, insurance, or securities).  

AB 1950 (Wiggins)

AB 1950 (Wiggins) passed in 2004
 and requires in part that “a business that owns or licenses personal information about a California resident shall implement and maintain reasonable security procedures and practices appropriate to the nature of the information, to protect the personal information from unauthorized access, destruction, use, modification, or disclosure.”  The law does not apply to healthcare providers, financial institutions, entities covered under federal medical privacy law (HIPAA), and businesses subject to more stringent protections.  It defines “personal information” as an individual’s first name or first initial and his or her last name in combination with the Social Security number, drivers license number, account number or access information, and medical information.  Perhaps significantly, it does not include  publicly available information.  
Committee staff assume that AB 1950 applies to any data broker holding information about a California resident.  The law took effect only on January 1 of this year.  However, a news report suggests that the Attorney General is considering how ChoicePoint may have violated the AB 1950: “Attorney General Bill Lockyer’s office is trying to determine whether ChoicePoint of Alpharetta, Ga., violated a state law that requires businesses with personal data on California residents to maintain reasonable security procedures and practices.  Companies that run afoul of the law can face fines in civil court of up to $25,000 per day per violation.”

SB 1386 (Peace) / AB 700 (Simitian)

These two identical bills passed in 2002,
 making California the only state in the nation that requires a state agency, person, or business who conducts business in the state to disclose any breach of security of their data to residents of the state whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person.  

Industry Self-Governing Principles
In 1997, the FTC issued a report on self-regulatory principles developed by the “Individual Reference Services Group,” (IRSG) of which ChoicePoint states it is a founding member.
  The IRSG Industry Principles are voluntary regulations on the  public’s access to information that data brokers obtain from non-public sources.  Signatories to the Principles – including ChoicePoint – agree to independent verification of their compliance.  In general, “the nature of information provided by a [data broker] and corresponding controls vary according to the category of customer,” of which there are three: ‘qualified subscribers,’ ‘professional and consumer users,’ and the general public.

Unrestricted access to non-public information is exclusively reserved under the Principles for qualified subscribers.  These subscribers are required to undergo a review process by the data broker to determine that the subscribers’ uses of the information are “appropriate.”  The subscriber has to agree to limit use and sharing to the appropriate purposes.  Consumers are not allowed to opt out of having their information shared with qualified subscribers.
Professional and commercial users under the Principles are not subject to the same vetting process that qualified subscribers are, but have access to less information.  For example, they can access only portions of Social Security numbers and do not have access to mother’s maiden name, credit history, or medical records. Data brokers under the Principles have to establish that a professional and commercial user is a commercial or professional entity; and they have to require a user to use the information to advance its business or professional purposes.  Consumers are not allowed to opt out of having their information shared with professional and commercial users. 
   
Data brokers voluntarily following the Principles are prohibited from distributing certain non-public information to the general public.  This information includes Social Security number, mother’s maiden name, birth date, credit history, financial history, medical records, and any information about children.
  Further, consumers do have the ability to opt out of the general distribution of their non-public information.

As for information security, “look-up services are required to maintain facilities and systems to protect information from unauthorized access.  In addition to physical and electronic security, look-up services must require employees and contractors to sign confidentiality agreements and to be subject to supervision.”
  

Consumers’ under the Principles have access to copies of the non-public information held by data brokers.  If a consumer finds an inaccuracy in the information, the data broker “must either correct the inaccuracy or inform the individual of the source of the information.”  The Principles do not allow consumer access to the publicly-available information about them, nor do they require data brokers to correct inaccuracies in records compiled from publicly-available information.

In commenting on the IRSG Principles, the FTC had the following concerns: “First, they provide essentially no limitation on the availability or uses of public records and publicly available information….Second, the Principles fail to require [data brokers] to maintain audit trails of the precise records accessed by each user….Third and most notably, the Principles fail to provide individuals with a means of accessing public records and other publicly available information maintained about them….The Commission is concerned that individuals have no way of discovering or correcting errors that may have occurred in the transcription, transmission, or compilation of this information.”
Public Records as a Source of Personal Information
As the FTC comments above clearly indicate, data brokers rely on public records for consumer information.  One important question for the committee to pose is whether public records are a source of sensitive personal information that should be redacted from general distribution.  

For example, Civil Code Section 1798.85 generally prohibits any entity or person from publicly posting or publicly displaying in any manner an individual’s social security number.  However, the statute has an exemption for the Public Records Act (Chapter 3.5 of the Government Code), which generally gives the public access to government records.  
Other statutes specifically allow Social Security numbers to be redacted from public records.  For example, Family Code Section 2024.5 requires that petitions for dissolution of marriage and first responsive pleadings include separate pages for Social Security numbers, which then must be placed in the confidential portion of the court file.  Petitioners and respondents then have the right to redact these numbers from other documents filed with the court.  It should be noted that the bill enacting Section 2024.5 was originally more comprehensive than its chaptered version.
  As introduced, the bill would have required that a court record be kept in a confidential file if it contains the social security number of any person, the bank account numbers of any person, or information revealing the disposition of any deceased person's estate.

Sources of sensitive personal information include birth and death certificates.  In response to a hearing this committee held on November 28, 2001, Senator Speier authored SB 1614 (2002), which prohibits the distribution of comprehensive indices of birth and death records - which contain county of birth, the person’s full name, date of birth, and mother’s maiden name.  Under SB 1614, the State Registrar is required to develop non-comprehensive indices of birth and death records with sensitive information redacted for general distribution.  While this law limits the distribution of indices, or compilations, of birth and death record information, it did not limit distribution of the records individually, and sensitive information may still be available to the public through these records.  

Committee staff were unable to determine the full extent of sensitive personal information available through public records, but it appears that in some cases Social Security numbers, bank account numbers, real estate information, mother’s maiden names, and birth dates are all accessible in some form.
  

Aggregated data a different animal than dispersed data?
Although some critics of data brokers state that consumers should have greater access to and control over records compiled from publicly-available personal information, there is disagreement over the legitimacy of restricting the distribution of these records.  Should consumers be able to “opt out” of having their aggregated public-records data sold by data brokers?

One theory is that consumers should have this right because aggregated public information is different than dispersed public information.  Courts have found that public records located after searches of local government offices are protected by a “practical obscurity” that information in electronic databases does not enjoy.
  The committee may want to consider this distinction in weighing options for consumer privacy protections in the data broker industry.  
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