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MEDICAL PRIVACY BACKGROUND FOR DECEMBER 3, 2002 HEARING
Introduction







Prior to 1996, the federal government had no law that made medical information private.  The Health Insurance Portability and Accountability Act of 1996 (HIPAA) gave the Department of Health and Human Services (DHHS) the authority to publish proposed regulations.  The “Administrative Simplification” provisions of HIPAA required DHHS Secretary Donna Shalala to prepare a report to Congress outlining her recommendations for protecting private health information.  Secretary Shalala filed this report in September 1997.  HIPAA gave DHHS the authority to issue regulations on protecting private health information if Congress failed to pass legislation by August 21, 1999.  Legislation governing the use of private health information was introduced in Congress in 1998 and 1999.  However, congressional leaders never brought this privacy legislation to the floor of the House or Senate.  Because Congress failed to meet its own deadline, the law required the Clinton administration to issue rules governing the privacy of electronic health information.  After releasing a draft of the rules in November 1999, DHHS received more than 52,000 comments.

The Standards for Privacy of Individually Identifiable Health Information (the Privacy Rule) took effect on April 14, 2001.  The Privacy Rule creates national standards to protect individuals' personal health information and gives patients increased access to their medical records. As required by HIPAA, the Privacy Rule covers health plans, health care clearinghouses, and those health care providers who conduct certain financial and administrative transactions electronically.  Most covered entities must comply with the Privacy Rule by April 14, 2003. Small health plans have until April 14, 2004 to comply with the Rule. 

Based on the comments received on the notice of proposed rulemaking, DHHS, under the direction of the Bush administration, modified a number of provisions of the Privacy Rule and published the final Privacy Rule on August 14, 2002 in order to “provide strong privacy protection without hindering access to quality health care.”  The summary of the final modifications is located at http://www.hhs.gov/news/press/2002pres/20020809.html.  

Privacy Issues and the Federal Legislative Response
The good news for consumers is that the first-ever federal medical privacy law grants them new rights and protections as of April 14, 2003.  By that date, most doctors, hospitals and health plans will be required to:

· give patients a written notice of information practices;

· grant patients a right to see and copy their own medical records;

· limit disclosures of patients' medical records to employers; and

· demand that law enforcement officials show some form of legal process before turning over patient information.

The downside for consumers is that the new marketing rules removes a key safeguard that was included in the final Clinton regulation in December 2000.  Marketing is re-defined so it no longer covers health-related communications sent by providers for which the providers receive payment from a third party, such as a drug manufacturer.

The State Response

California statutorily grants patients the right of access to their health care information from health care service providers, HMOs, insurers, and state agencies. The State also has extensive rules governing the use and disclosure of health care information by these entities.  The majority of State privacy law can be found in:

· the Information Practices Act of 1977 (Civil Code Section 1798, et seq.), 

· the Confidentiality of Medical Information Act (Civil Code Section 58, et seq.), 

· the confidentiality provisions of the Lanterman, Petris, Short Act (Welfare and Institutions Code Section 5328, et seq.), and

· the Patient Access to Health Records (Health and Safety Code Section 123100, et seq.), and 

· the Insurance Information and Privacy Protection Act (Insurance Code Section 791, et seq.).

California has recognized the critical need to coordinate compliance with HIPAA by creating the Office of HIPAA Implementation (OHI) to oversee the implementation of HIPAA by affected state departments and agencies (SB 456—Speier, Statutes of 2000). OHI has developed a website (http://www.ohi.ca.gov/state/calohi/ohiHome.jsp) which includes a preemption analysis of federal and state laws. 

The Key Questions for December 3, 2002’s Hearing

1.  How does HIPAA preempt State law?

2.  How does the final Privacy Rule weaken consumer protection?

3.  What should California do to clarify and strengthen State privacy law? 


FINANCIAL PRIVACY BACKGROUND FOR DECEMBER 3, 2002 HEARING
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The Financial Services Modernization Act (known as “Gramm-Leach-Bliley” or “GLB”) allows banks, insurance companies and securities firms to enter each other’s business, or combine together.  Concern over the use of a customer’s personal information by financial institutions, particularly by the combined banks, insurance companies and securities firms led Congress to include some restrictions on information sharing in Title V of the Act.  Federal regulators, including the banking agencies, the Secretary of the Treasury and the Federal Trade Commission have prescribed regulations implementing those privacy provisions.  

Privacy Issues and the Federal Legislative Response
Financial Institutions’ Information Practices
Financial institutions currently collect and maintain an enormous amount of information about their customers.  Some of the information is provided directly by customers when they apply for and use banking services and insurance products.  Other data are derived from financial institutions’ transactions with their customers.  Still additional data is often purchased or otherwise acquired by financial institutions from third parties and public entities to learn more about their customers.  Such augmenting is largely unknown to the average consumer.

For insurance companies, data collected may include very sensitive medical information obtained in connection with underwriting insurance or processing claims.  For banks, the data may include lifestyle information derived from customers’ borrowing, purchasing and spending habits.  Credit card data, for example, may reveal what a customer buys, where he or she buys it, and how much it cost.  Securities firms have detailed data about a consumer’s portfolio and overall financial plan.

Some of the largest banks have acknowledged that they have for some time been using customer information not only to market their own products, but also as a source of income from third-party vendors.  Banks enter into marketing arrangements whereby the bank provides customer names and contact information after internally profiling their database and the vendor solicits those consumers, paying the bank a commission on gross sales (often around 20% of the proceeds of the sale).  It is unknown just how much money financial institutions make selling and sharing their customer’s personal information, though most informed observers indicate that the amount is likely in the billions (see “The Key Question” below for more on this).

Using sophisticated computer modeling and the vast amounts of customer data available to them, banks produce lists of customers tailored to particular products, services or promotions.  They provide those lists, including customer names, addresses, and phone numbers to vendors for use in telemarketing and direct mail solicitations.  Although banks used to include credit card numbers as well, GLB prohibits that practice.  Even before GLB, however, most banks had provided only encrypted numbers for security reasons.  The information furnished to 

telemarketers is generally limited to contact information since the underlying information is extremely valuable to the bank which has no desire to share that information with vendors.  There is no need to provide more detailed information to the vendors since the bank has already tailored or profiled the list to suit the particular product being offered.

Telemarketing solicitations in particular may often be deceptive in that 1) it is not clear to consumers that the products are not actually being offered by the bank; 2) the nature of the product and restrictions on its use are not accurately or fully described; and 3) consumers are often unaware that their credit card or account will be debited even though the consumer has not provided his or her account number to the telemarketer.  Consumers, who have been advised for years not to give their credit card number out to telemarketers, tend to believe that if they do not provide the account number, no charge can be made to that account.  In fact, however, since the vendor is working with the bank, the vendor does not need (and never asks for) the consumer’s account number.  Instead, the vendor simply identifies to the bank those consumers who have “consented” to purchase the vendor’s product or service.  The consumer’s account is then automatically charged for that amount.  This practice was recently highlighted as a concern of law enforcement in a hearing of the Senate Select Committee on Government Oversight.

The Gramm-Leach-Bliley Act
Congress responded to privacy concerns raised by banks’ use of customer information by adding Title V to GLB, generally prohibiting financial institutions from disclosing a consumer’s nonpublic personal information to a nonaffiliated third party unless the consumer has been given notice that such information may be disclosed and an opportunity to opt out of such disclosure.  This general prohibition is, however, subject to significant limitations and major loopholes were crafted in Title V that severely reduce its effectiveness.

First and foremost, the requirement for notice and an opportunity to opt out does not apply to information sharing among affiliates, which is not restricted in any way by GLB.  Given that financial institutions may have literally hundreds or thousands of affiliates, and that GLB itself opens the way to even broader affiliations, this is a serious limitation.  In addition, there is a statutory exception to the notice and opt-out requirement for nonpublic personal information disclosed to a nonaffiliated third party to provide services for the financial institution, including marketing services.  As a result of that exception, consumers have no right to opt out of having their personal information disclosed to third parties for purposes of marketing the financial institution’s own products or services, or for purposes of marketing any financial product or service that is offered pursuant to a joint agreement between two or more financial institutions.

In addition to the opt-out notice, GLB requires that consumers be given a notice at the time a customer relationship is established, and at least annually thereafter, describing the financial institution’s policies and practices with respect to disclosure of a consumer’s personal information.  The first such notices were sent by July 1, 2001.  Estimates of the number of notices per household generally range from twelve to eighteen.  The form and content of the notices has been widely criticized since many appear designed to confuse rather than enlighten consumers about their financial privacy rights.  A readability analysis of 60 financial privacy 

notices commissioned by the Privacy Rights Clearinghouse found they were written at a third- to fourth-year college level, instead of the junior high school level that is recommended for materials for the general public.  Even the financial institutions themselves generally agree that the notices consumers receive are often confusing, misleading, and obtuse.

The State Response

An important provision contained in GLB was the ability for states to go beyond the federal government in granting consumers the right to restrict sharing of their nonpublic personal information.  Numerous states have attempted to enact statutes going beyond GLB, either by creating prior consent requirements for sharing with third parties (opt-in), allowing consumers to restrict information sharing within a financial institution’s family of companies (opt-out), simplifying notice requirements, or all of the above.  Virtually all state efforts have failed, due in large part to the continued opposition of financial institutions, in particular the financial services industry.  California’s Senate Bill 773 (Speier) would have been the most comprehensive enhancement of consumer rights pursuant to GLB, but it failed twice in the State Assembly.  A new effort by Senators Speier and Burton, Senate Bill 1, was introduced for the California Legislature’s 2003-2004 session, which commenced on December 2, 2002.

The Key Question for December 3, 2002’s Hearing

In November 2002, Senator Speier sent out a list of questions to approximately 25 financial institutions attempting to quantify information that has been part of the California privacy debate for almost three years.  Additional financial institutions will be receiving these questions in the future.  Included in the questions were inquiries about how much revenue these financial institutions make selling and sharing the nonpublic personal information of their customers.  Answers to these questions were to be provided in written form.  The focus of the financial privacy portion of the December 3, 2002 hearing will be devoted to answering the question of how much money is made in the selling and sharing of private consumer information.  Representatives of the financial services industry and outside experts have been invited to enlighten the Legislature as to the answer to this question.

Information culled and received from the Attorney General’s office was utilized in the preparation of this paper.
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